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We are now one year into delivering 
the promises and performance 
commitments that we set out in our 
2015–20 business plan. Our Annual 
Report and Financial Statements 
2015–16 sets out the key activities 
that we have undertaken over 
the past year to deliver the plan, 
together with a view of how well 
we have performed against our 
agreed performance commitments.

For the period 2015–20, Ofwat has developed 
a company monitoring framework to ensure the 
quality and accuracy of information that water 
and wastewater companies provide to their 
customers and stakeholders. As part of this 
framework, Ofwat specified the minimum level 
of information that companies are required to 
publish in an annual performance report  
(referred to in this document simply as the 
annual report). They also undertook an 
assessment, placing companies into one of 
three categories:

•  Self-assurance

•  Targeted assurance

•  Prescribed assurance

In line with the vast majority of water 
companies, in February 2015 Ofwat assessed 
Southern Water as requiring targeted 
assurance. This means we are required to 
engage with stakeholders to identify key risks 
and areas of weakness against which additional 
targeted assurance will be required. 

This document provides an update on our 
performance reporting for the 2015–16 
financial year and sets out the results of our 
engagement activity. Accordingly, it provides 
a view of where we might need to enhance or 
adapt our assurance framework to address our 
risks, maintain our strengths and tackle our 
weaknesses. It also opens up our performance 
to independent scrutiny when checked  
against the commitments we made in our 
business plan. 

In the remainder of this document we: 

•  provide an overview of our current 
approach to data governance and 
assurance (Section 2) 

•  set out how we have responded 
to stakeholder feedback and what 
issues stakeholders have raised in this 
engagement exercise (Section 3) 

•  set out any identified risks, strengths and 
weaknesses (Section 4)

•  set out how to respond to this document 
(Section 5).

1 Pg.194, Final price control determination notice: company-specific appendix – Southern Water, December 2014  
ofwat.gov.uk/wp-content/uploads/2015/10/det_pr20141212srn.pdf

1. Overview



In this section we describe our  
current approach to the assurance  
of our performance data.  
Further details of our corporate 
risk management process which 
underpin the framework are 
provided in Appendix 2.  

The assurance framework described here 
formed the basis of the proposals we set out 
in our 2015–20 business plan for assuring 
the quality, accuracy and reliability of our 
performance reporting. In its final determination 
of our price limits in December 2014, Ofwat 
was content that our assurance proposals were 
appropriate, stating that: 

“Southern Water has provided sufficient 
evidence demonstrating the approach it will 
undertake to ensure the PCs [Performance 
Commitments] will be measured and reported 
consistently, and the proposed governance 
and assurance processes. Therefore, we have 
accepted the company’s proposal.”¹

2.1 Our current assurance framework

The performance reporting in our annual report 
is subject to a robust system of internal controls 
and quality assurance. This ensures that the 
reporting of performance against the regulatory 
targets is measured and recorded consistently 
within a framework of appropriate governance 
and quality control, which includes Board 
challenge, scrutiny and sign-off.  

Our framework uses the best practice ‘three 
lines of defence’ model, which is illustrated in 
Table 1 below. 

The key features of our three lines of defence 
framework of internal control and assurance are:

•  Documented processes, procedures and 
systems which we will continue to use for 
reporting performance against our targets. 
These procedures cover the controls on data 
quality, reporting and review of information. 
Confidence grades, which describe the 
margin of error around particular data, are 
used to reflect the quality of the information 
we report.

Table 1. Our ‘three lines of defence’ assurance model

Lines of defence Activities Governance

First line of defence 

Business  
operations

Management 
process and controls

•  Methodology statements for 
performance commitment 
measures 

•  Data quality monitoring

•  Ofwat KPI reporting and review

•  Responsible business 
directorates and responsible 
director

Controls monitoring  
and measures

Second line of defence 

Oversight  
functions

Regulation •  Oversight teams – policy and 
procedure setting, and ongoing 
challenge, monitoring and 
assurance

•  Monthly performance reporting 
to Executive Management 
Team and board for review and 
challenge

•  Regulatory compliance function 
and other oversight functions

•  Our board and sub-committees
Health and Safety

Financial control

Legal

Human Resources

IT security

Risk management

Third line of defence 

Independent 
assurance

Internal audit •  Internal audit review of 
systems, processes and  
control monitoring

•  External risk-based assurance 
of financial and regulatory 
accounts, and KPIs

•  Third party technical auditor

•  External financial auditor

•  Our board and sub-committees

External audit
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2. Our current approach to 
assuring performance data
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•   Management and director scrutiny with 
data sign-off as a key control in ensuring 
our performance reporting is complete, 
accurate and reliable. This control also 
defines accountability for the delivery of  
the promises in our business plan and 
provides a process to escalate issues.

•  Reporting procedures and quality 
assurance processes are subject to an 
ongoing programme of internal and external 
reviews, and continual improvement to 
remain fit for purpose.

•  A comprehensive risk and assurance 
framework which governs the reporting of 
regulatory performance and financial data. 
This framework provides us with confidence 
that the information we report to customers 
and stakeholders through our annual report 
is robust and fit for purpose. 

A risk and compliance statement signed by 
the board continues to form a key part of our 
annual report. The governance and assurance 
processes which underpin our board’s ability 
to make this statement are based on defined 
accountability and escalation processes within 
the business. These comprise:

•  Top-level challenge of business 
performance that allows for action to be 
taken where improvement is required. This 
happens through our framework of monthly 
performance reporting to the board and 
Executive Management Team (EMT). 

•  Robust internal compliance processes 
and procedures – including an obligation 
on EMT and senior managers to provide 
a written declaration that they are fully 
compliant with company procedures and 
controls every six months, or otherwise 
record any areas of non-compliance for 
areas of the business for which they are 
accountable. Areas of significant non-
compliance are escalated to the board 
and require clear action plans to rectify the 
position.

•  All subject matter experts, senior managers, 
and members of EMT are required to 
report any issues with procedures or with 
information being reported.

•  A comprehensive risk framework for the 
identification, assessment, management and 
communication of key risks to our business 
(see Appendix 2 for a fuller description of our 
corporate risk framework).

•  The board’s Audit and Risk Review 
Committee (ARRC) monitors assurance 
activities during the year including reviews 
of processes and controls undertaken by 
internal and external audit teams. These 
reviews cover the design and operating 
effectiveness of controls and processes, 
together with audit trails of reported data. 

It is a statutory requirement that annual 
accounting statements ie our financial 
information, are audited and that an 
independent auditor’s report is produced. 
We believe customers should see the same 
principle applied to reporting on the delivery 
of our non-financial business performance. 
Following the introduction of risk-based 
regulation by Ofwat in 2012, Southern Water 
has continued to use independent external 
assurance providers to complete reviews of 
our regulatory compliance reporting processes 
and associated data. We see this as important 
and will continue to use independent experts 
in customer service, asset management and 
operations to complete assurance work on our 
performance reporting.

Our independent external auditors (Deloitte 
LLP) audit our financial statements annually, 
Based on its independent financial materiality 
assessment, Deloitte’s also provides a “true and 
fair” view of our annual financial statement.
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In this section we describe 
the process and result of our 
engagement with stakeholders 
on our performance reporting. 

We set out the key findings of our previous 
engagement exercise last year and what we 
have changed as a result. We then set out the 
issues raised by stakeholders during this round 
of engagement and how we will address them. 

3.1 Stakeholder consultation process 

In assessing the risks, strengths, and 
weaknesses of our performance reporting, 
we have had conversations with our key 
regulatory stakeholders – the Consumer 
Council for Water (CCW), Natural England, 
the Environment Agency (EA) and Southern 
Water’s own Customer Advisory Panel (CAP). 
We also engaged with the Drinking Water 
Inspectorate (DWI), but as most of the data 
they use are statutory returns, they prefer to 
engage directly with all companies on any data 
assurance issues in that context. Finally, we 
invited comments from our wider stakeholder 
group on our performance reporting as part of 
our regional stakeholder engagement panels. 
We carried out this engagement exercise in 
October and the first half of November 2016. 

In our engagement with our stakeholders, 
we discussed the contents of our annual 
report and the way in which our performance 
commitments are presented. We also discussed 
our approach to performance reporting and 
assurance of our data. We then asked for the 
views of our stakeholders on a set of questions 
(set out below) relating to a. the scope of the 
performance information that we report, and b. 
the level of assurance to which we subject that 
data. 

Scope of information 

(i)  What performance data do you currently 
use? To what extent does the data we 
publish meet your requirements? On which 
performance data do you place most value?

(ii)  Is information about our performance 
readily accessible and easy to understand?

(iii)  Does our performance narrative adequately 
explain our performance levels?

(iv)  Is there other information we should be 
including in our annual report?

(v)  Is our annual report the right channel to give 
performance information to  customers and 
stakeholders or is there a better option? 

Assurance

(i)  What are your expectations in terms of the 
reliability and accuracy of the published 
data?

(ii)  Do you have any concerns about the quality 
of annual performance data currently 
published? Are there areas on which we 
should be focusing our assurance work?

(iii)  Is the level of assurance proposed 
appropriate for the reporting of data to our 
customers and stakeholders? Are there any 
specific concerns about our approach?  

(iv)  Are there lessons we can learn from 
elsewhere to improve our assurance?

(v)  Do you have any views on the role of 
our CAP in reporting and assuring our 
performance data? 
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3. Engagement with stakeholders 
on our reporting and assurance 



3.2 How we’ve responded  
to your comments

When we consulted on these questions last 
year, our stakeholders highlighted a small 
number of areas where they felt there was 
either a shortfall in our current reporting or 
ways in which we could improve it. 

The table below sets out how we have 
responded to that feedback.  
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Table 2: Our response to prior engagement activity

You wanted us to... How we have responded...

Set the environmental improvements 
we are delivering under the National 
Environment Plan in the context 
of wider national and international 
environmental goals. 

We currently set out the improvements made against our environmental obligations as part of our 
Monitoring Plan. These obligations include compliance with the Shellfish Waters Directive, Water 
Framework Directive, and Bathing Water Directive. 
Our plan also reports on the projects required to deliver improvements against the wider national 
and international goals. 

Ensure that we meet our statutory 
obligations to report: 
•  the condition of the Sites of Special 

Scientific Interest (SSSIs) that we 
manage

•  our obligations to report annually 
on the Environmental Impact 
Assessment of our Water Resources 
Management Plan (WRMP). 

We have updated Natural England’s records of Southern Water’s SSSI landholdings with our current 
land portfolio records.  We have prioritised our principal SSSI sites for condition surveys and 
improvement plan delivery (about 96% of our total SSSI landholding). 

We have also submitted our annual Water Resource Management Plan Environmental Impact 
Assessment to the Environment Agency as part of our routine management processes.  We are 
currently addressing feedback that the agency has given.

Place a greater focus on the work that 
we are doing to help customers who 
are struggling to pay their water bills.

Our annual report showcases what we are doing to work in partnership with trusted third party 
organisations to identify and support vulnerable customers. This includes the provision of better 
information and advice, a continued focus on water efficiency, offering a range of different tariff 
schemes for those in genuine financial hardship and the roll-out of our new social tariff, Essentials, 
which was launched in 2015–16, supporting over 9,000 eligible customers.  

Improve clarity around the service 
received by those customers to whom 
we provide wastewater services 
only and who have a different water 
supplier.

The opening section of our business plan provides a clear overview of the regions covered by 
Southern Water and the service offered in each area.

Report performance on a regional 
basis.

We are using performance data on a regional basis to inform our engagement at our stakeholder 
panels for PR19. We are still investigating the feasibility and customer appetite for reporting data 
more formally on a regional basis.

Show comparative performance for 
key areas

Our annual report and supporting performance narrative provides comparative, year-on-year, 
information for the following key performance measures:

• Service Incentive Mechanism 

• Customer complaints 

• Total leakage

• Pollution incidents 

• Water consumption 

• Drinking water quality 

Take account of the existence of 
financial rewards and penalties in our 
assurance assessment. 

Our technical assurance process reviews both the underlying performance data and the calculation 
of associated rewards and penalties. We have also updated our risk assessment process to ensure 
this is taken into account.

Ensure that the narrative description 
of our performance (including where 
this is summarised) is reliable and 
accurate as well as the data itself. 

Our performance narrative is reviewed by both our technical and financial assurers to provide an 
accurate representation of our performance. 



3.3  Summary of stakeholder’s 
feedback 

Overall, our stakeholders liked the appearance 
of our last annual report (2015–16) and found 
it gave a good visual summary, both in paper 
format and online. We were told that our annual 
report was presented in a way that was clear 
and easy to digest. 

While stakeholders found that the level of 
content was about right, some questioned 
whether the report could be better targeted 
to different categories of reader. In particular, 
we were told that our online overview pages 
gave too little information to be of much use to 
customers, but that the full report was too long 
and unlikely to be read in full. Examples of how 
the report could be better targeted include 
dividing it into separate financial/non-financial 
reports, or regulatory/‘public’ reports, or 
perhaps by increasing the information provided 
in summary section.

CCW asked if we could make the report more 
accessible to customers by, for example, 
putting a link to the report on our bills, or 
including a summary in a separate billing leaflet.

In terms of the content of the report, our 
environmental stakeholders all said they 
already receive our environmental performance 
information on a regular basis, so the annual 
report provided no surprises. The EA said it 
welcomed the ability to view our environmental 
performance against our other performance 
commitments. It added that this allowed 
EA to see whether we are placing an equal 
value on every performance area (ie that our 
environmental performance does not suffer in 
pursuit of other financial incentives). 

The EA mentioned that it was working with 
Ofwat to ensure greater consistency between 
companies’ environmental performance 
commitments in the form of ODIs and 
the environmental metrics in the EA’s 
Environmental Performance Reports. While 
Southern Water was felt to have a good level of 
consistency between the two reports, there still 
may be some performance metrics which could 
give rise to confusion.

Natural England welcomed the information we 
provided in the report on our environmental 
obligations, but pressed for us to provide 
more detail on how we are performing against 
our biodiversity targets, believing this area to 

be under-represented in the annual report.  
Specific examples mentioned included how 
many of our pollution incidents happened 
within or affecting designated sites (SSSIs or 
Natura 2000 sites), how many incidents were 
in, or likely to have affected, priority sites, and 
how much of our SSSI land ownership is in 
favourable condition. 

Our stakeholders felt that the report provided 
a good overall balance both in terms of 
demonstrating our overall performance 
and in highlighting areas for improvement.  
Encouragingly, some felt the report needed 
to make more of our success stories, such 
as our strong performance in driving down 
leakage alongside per capita consumption 
performance. We were also encouraged to 
include more case study examples of activity 
we are undertaking and how this is helping us 
achieve our performance commitments in the 
business plan.

In terms of the way we carried out assurance 
of our data, stakeholders were broadly content 
that our approach was sufficiently rigorous. 
All stakeholders said they expected to be 
able to trust the data that was published in our 
report, and hence that the assurance process 
was fit for purpose. Some stakeholders were 
not aware of the level of assurance that the 
performance data currently received, including 
from our EMT and the CAP. They therefore 
welcomed this information.

CCW asked about the role of the CAP in 
our assurance process. The EA felt the CAP 
should set out how companies plan to address 
performance that is not on track to reach their 
performance commitments. EA did not see 
the CAP as having a role in assuring the data 
itself. EA also questioned whether the CAP 
could have a stronger role in commissioning 
independent studies into our data where it 
questioned how Southern Water had reported 
its performance.
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3.4 Our proposed response

We welcome all stakeholders’ comments. 
We have examined all  the feedback that we 
received and have categorised the comments 
into five core areas to progress over the  
coming year.

i)  The report needs to be better targeted 
towards different categories of reader

We accept that different categories of reader 
will want different things from our annual 
report and that one size will not fit all. While 
the online version of our business plan and 
annual report currently provides readers with 
the option to dip in and out of different sections 
according to their needs, the paper version 
is less user-friendly. We are keen to ensure 
that our information is accessible to all our 
stakeholders. With this in mind, we are currently 
investigating different means of presenting 
our annual report information to make it more 
relevant and accessible. 

ii)  Can you signpost a link to the annual 
report on customer bills to make 
customers more aware of this information?

We agree that we can do more to ensure that 
stakeholders and customers are aware of  
the annual report in its different formats. We 
will investigate the most appropriate route to 
advertise its availability. For example, we could 
investigate whether customers would like to 
receive a link to the reports in their bills, or via a 
customer leaflet.  

iii)   More needs to be done to report  
Southern Water’s performance against  
its bio-diversity commitments

While we regularly collect data on our 
performance against our biodiversity 
commitments, we accept that this information 
is not made readily available to interested 
stakeholders through our annual report. We 
will investigate the best means of reporting this 
information in next year’s annual performance 
report.

iv)  Including more case studies highlighting 
areas of success or innovative ways of 
addressing core challenges

We agree that the use of case studies can 
help bring our performance to life and are 
looking at new ways of presenting performance 
information in a way that resonates with 
different stakeholders.  

v)  To explain in more detail the CAP’s role 
in the governance of our performance 
reporting activity

The CAP was established by a commitment 
in the 2015–20 business plan to offer 
independent advice and challenge to Southern 
Water on the delivery of the AMP6 business 
plan commitments. The CAP produces an 
annual report, available on the company’s 
website, detailing its thoughts on how we have 
delivered our commitments in the year. 

Specific comments from the CAP include:

•  It is content that Southern Water’s 
assurance processes are robust.

•  While it does not have a direct role in 
assuring data, it does take an interest in 
areas where performance is less than 
it should be. This is part of the CAP’s 
monitoring role as agreed in its terms of 
reference

•  There is a budget available for it to 
commission independent research should 
it wish to. However, its first line of response 
would be to question and challenge where 
appropriate. If necessary, the CAP would 
ask for the company to take further steps 
to redress quality issues if they arose. 
An example can be seen in the form of 
the CAP’s 2015–16 report, where it has 
challenged the issue of ‘one-off events’ and 
how they can affect results.

It is also worth noting that CCW is now a 
member of the CAP. The EA and Natural 
England also have an open invitation to attend 
every meeting should these stakeholders want 
greater insight into any issues first-hand.
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In this section we summarise the 
findings of our risks, strengths 
and weaknesses assessment. 

We also set out our draft assurance plan 
for 2016–17 and our proposals to enhance 
our assurance framework to reflect the 
results of the assessment. We also cover the 
commitments that we made in our business 
plan to independently scrutinise and challenge 
our performance against targets. 

4.1 Risks, Strengths and Weaknesses 

We believe we have put in place a robust 
framework for reporting and assuring 
regulatory performance data. This was 
confirmed by Ofwat in its review of our 2015–20 
business plan, where it accepted that we had 
provided sufficient evidence to ensure that 
performance against our targets was measured 
and reported consistently. 

Our engagement with stakeholders detailed in 
Section 3 above, did not identify any specific 
areas of weakness with our reporting, but there 
was a clear view that the performance data 
we publish should be reliable, accurate and 
timely. However, stakeholders did identify two 
areas where we could enhance our assurance 
further. These were ensuring the narrative 
description of our performance is appropriately 
balanced and ensuring we take account of the 
existence of rewards and penalties for certain 
performance targets. 

We have now completed reporting and 
assurance for the first year of AMP6 and 
our 2015–16 annual report was issued to 
customers and stakeholders on 15 July 2016. 
The year-end process helped us evaluate our 
reporting and assurance procedures, with 
valuable feedback from our technical auditors, 
Halcrow Management Sciences Ltd. Overall, 
our systems of reporting were found to be 
materially sound. However there were some 
specific findings namely:

•  A need for greater levels of control around 
the categorisation of customer calls 
between ‘wanted’ and ‘unwanted’, an area 
known for its subjectivity.

•  That the revision to some of our customer 
metrics (principally based on surveys) 
resulted in some comparability issues with 
our original business plan metrics and 
targets.

The findings have helped us revise our 
approach to our assurance of the performance 
commitments for 2016–17 and are incorporated 
in our Draft Assurance Plan for 2016–17 
detailed in Section 4.2

4.2  Draft assurance plan for 2016–17

Based on the feedback from earlier sections, 
and the lessons we learnt from the completion 
of our year one assurance activity, we have 
drafted our 2016–17 Assurance Plan in Table 3.
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Table 3: Draft Assurance Plan 2016–17 for our Annual Report & Financial Statements

Significant areas  
for assurance

Explanation for inclusion Assurance responsibility and activities

Annual Performance 
Report (APR) 2016–17

Our annual report is the primary way that we document 
our annual performance and hold ourselves publicly to 
account. The annual report includes:

•  our statutory accounts – audited separately by Deloitte 
LLP;

•  our annual performance report and our performance 
commitments (as detailed below) as well as other 
information to explain more broadly our commitments 
and responsibilities to our stakeholders and customers.

Corporate auditors (Deloitte LLP) audit the APR 
according to Ofwat’s scope of work and audit 
requirements.

Corporate auditors (Deloitte LLP) complete the ‘agreed 
upon assurance’ of reported performance data and the 
presentation of information and risks.

Ofwat performance 
commitments and 
outcome delivery 
Incentives (ODIs) 
2016–2017

Our business plan for the period 2015–20 made 26 
promises to our customers with a clear set of targets 
to deliver by 2020. This will be year two of this plan 
process. 

Specific additional actions from  the 2015–16 (year 
one) internal and external assurance work, including 
feedback from our stakeholder engagement exercise 
are:

•  ‘Wanted’ and ‘Unwanted’ calls categorisation: We 
have instigated a specific internal project to improve 
call categorisation and will ensure that this area has 
additional external assurance attention during the year 

•  ‘Surveys: We will ensure we have a full and robust 
baseline for our survey metrics which will be externally 
assured.

Corporate auditors (Deloitte LLP) complete the ‘agreed 
upon assurance’ of reported performance data and the 
presentation of information and risks.

Third party certifier of non-financial information 
(currently Halcrow Management Sciences Ltd.)

Cost allocation and 
segmental reporting

The allocation of costs between business units and 
segments is subject to significant management 
judgment. As a result, and with the pending introduction 
of competition, this is an area that will require 
assurance.

Corporate auditors (Deloitte LLP) review of 
methodologies and application of regulatory accounting 
guidelines as part of Ofwat annual performance report 
assurance requirements.

Market Reform 2017 From April 2017, non-household customers can opt 
to change their water retailer. New reporting and 
assurance requirements are required to demonstrate 
a level playing field’ to ensure market confidence and 
fairness for all customers. 

There is a significant amount of internal, external and 
regulator driven assurance in progress, to support the 
opening of the market. 

In summary, SWS completed a Market Entry Assurance 
Certification (MEAC) process with MOSL; an interim 
preparation letter was submitted to Ofwat on 7 October 
2016 to indicate readiness. The final Letter of Assurance 
is due to be with Ofwat on 3 February 2017.

PricewaterhouseCoopers (LLP) and Software Quality 
Systems AG provided assurance for the Business 
Solution as part of the MEAC process (complete)

PricewaterhouseCoopers (LLP) provided assurance for 
the Interim Preparation Letter (complete)

PricewaterhouseCoopers (LLP) and Software Quality 
Systems AG are providing assurance for the final Letter 
of Assurance

Tariffs and charges Water companies are required to publish their tariffs  
and charges to comply with legal obligations and to  
have appropriate systems of control in place.

Corporate Auditors (Deloitte LLP) assurance of charges 
according to agreed procedures (completed).



We are grateful for the feedback we 
have received from stakeholders 
to date. This has informed our 
assessment of our risks, strengths 
and weaknesses (set out in 
Section 4) as well as providing 
useful insights into how we can 
better report our performance. 

We have developed a draft assurance plan for 
2016–17, which builds on the robust Regulatory 
Compliance Framework we currently have in 
place, enhanced in a number of areas to meet 
the new challenges. We have also set out our 
plans for consulting further with customers on 
the way we report our performance. 

We would welcome comments on both this draft 
assurance plan and our proposals for improving 
the way we report our performance. We will 
finalise and re-publish our draft assurance plan, 
taking account of comments received from 
stakeholders, by the end of January 2017. We 
will publish our second annual performance 
report for 2016–17 in July 2017. 

We invite responses to this document 
by 31 December 2016. You should send 
any comments to: regcorrespondence@
southernwater.co.uk.    
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Appendix 1: Our promises  
and performance commitments
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Affordable bills
•  Efficiency savings made during 2015–20 to help  

keep bills as low as possible 

•  Ten per cent reduction (15 litres per person, per 
day) in average water use by 2020 with better 
advice on saving water, energy and money –  
this will reduce average water use from 148 litres 
(2012–13) to 133 litres per person, per day*

•  Customers in genuine financial hardship provided 
with improved support – increase the proportion 
of customers who take up the support we offer 
around bills

•  Customers provided with better information on 
how we are providing value for money – increase 
the number of customers who feel our services 
provide value for money

Removing wastewater effectively
•  No increase in the number of blockages in 

our sewer network 

•  Significant reduction of 25 per cent in sewer 
flooding inside your homes and businesses 
by 2020 

•  No increase in the number of incidents of 
sewer flooding affecting outside areas 

•  Reduction of five per cent in complaints 
about smells from our wastewater treatment 
works and pumping stations by 2020 

A constant supply of  
high-quality drinking water
•  No restrictions on water use, such as 

hosepipe bans, unless there are at least  
two dry winters in a row 

•  Reduce leakage by 2020 – target of 86 
million litres a day by 2020, equating to a 
reduction of almost two million litres a day

•  No increase in the average time you are 
without water, for example because of a 
burst water main

•  Aim for 100 per cent compliance with 
drinking water quality standards – at least 
maintain performance of 99.93 per cent 
then 99.95 per cent from 2017–18

•  No increase in the number of households 
suffering from persistent low water pressure 

•  Help reduce the effect of hard water 
in homes and businesses – increased 
customer understanding through better 
information and advice

Better information and advice
•  Ten per cent reduction (15 litres per person, per 

day) in average water use by 2020 with better 
advice on saving water, energy and money –  
we will reduce average water use from 148 litres 
(2012–13) to 133 litres per person, per day*

•   Improved advice on how to prevent blocked 
drains to help reduce blockages – increase the 
number of customers who know how to help 
prevent blockages in drains and sewers

•  A 50 per cent reduction in bill queries by 2020 

•  Customers provided with better information 
about what we do, why we do it and what it 
costs – increase the number of customers who 
understand how we use the money they pay us

Looking after the environment
•  No ‘serious pollution incidents’ affecting local 

rivers, streams and beaches caused by our 
operations by 2020 

•  Aim for 100 per cent compliance by our 
wastewater treatment works with required 
standards – at least maintain performance at 
98.6 per cent (2014–15 target level)

•  Increase by seven the number of beaches with 
‘excellent’ bathing water quality by 2020 

•   Increase the proportion of renewable energy  
we use to 16.5 per cent by 2020 

•  Reduce the amount of water we take from the 
environment by 1.4 per cent, despite predicted 
population growth of four per cent 

Responsive customer service
•  Quick and effective resolution of your 

queries – 90 per cent resolved first time  
by 2020

•  Improved service to you and your 
community – increase the number of 
customers who feel our service meets 
their individual needs and those of their 
community

•  Improved ranking in our regulator’s league 
table for customer satisfaction – be among 
the best by 2020

•  Direct compensation paid if we let you down 
– this will be linked to the service standards 
set out in our updated Customer Charter

*  Note this promise contributes to both better information and advice and affordable bills



1 Governance

To successfully embed risk and performance 
management across Southern Water, the 
risk management process is supported by a 
governance structure that defines roles and 
responsibilities, and key control activities at each 
level of the company, outlined below. 

1.1 Company board

The board is ultimately accountable for ensuring 
risks are managed effectively across Southern 
Water and for maintaining robust systems of 
risk management and internal control. Key 
responsibilities include: 

•  Agreeing the company’s risk management 
strategy and risk appetite.

•  Providing oversight, challenge and approval 
of the management of Southern Water’s 
principal risks, and defining the monitoring 
process required for the on-going scrutiny 
of the risk management and internal control 
systems. 

•  Reviewing, challenging and approval of 
outputs of the EMT’s twice-yearly strategic 

risk assessment exercise, and integrating 
these into strategic planning activities.

•  Signing off revisions to the risk management 
framework.

1.2 Audit and Risk Review Committee

The Audit and Risk Review Committee (ARRC) is 
responsible for overseeing and challenging the 
effectiveness of Southern Water’s approach to 
risk management. Key responsibilities include:

•  Ensuring the board receives appropriate 
assurance that the systems of risk 
management and internal control are 
operating effectively, and that all significant 
failings, weaknesses and principal risks 
have suitable management activities in 
place to rectify and/or remain within the 
defined risk appetite.

•  Endorsing an internal audit plan that is 
informed by principal risk exposures, 
including overseeing targeted reviews of 
key risk and control areas.

•  Maintaining an assurance landscape that 
has integrity, independence and reliability.

Appendix 2: Governance  
and risk management

Figure 1. Risk governance structure 
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1.3 Executive Management Team

The Executive Management Team (EMT) 
is responsible for ensuring the Corporate 
risk management system is effective and 
embedded in the business, and operates 
in accordance with the Southern Water risk 
management policy. Key responsibilities 
include:

•  Leading a strategic ‘top-down’ risk 
assessment exercise on a biannual basis, 
aligned to Southern Water’s strategic 
planning and budgeting cycle.

•  Monthly review, challenge and approval of 
all significant ‘bottom-up’ risks that have 
been escalated to the EMT. 

•  Individual ownership of principal risks and 
proposal of principal risk list to the board.

•  Actively sponsoring and supporting the 
practice of risk management and policy 
compliance by promoting the right tone  
from the top.

•  Defining desired appetite levels for key risk 
areas for board review and acceptance.

•  Challenging directorate management 
during performance reviews as to the 
effectiveness of their risk management 
performance.

•  Performing monthly ‘deep dives’ on principal 
risks.

1.4 Directorate management

Managers are responsible for implementing 
accurate and reliable risk and performance 
management in their directorate. They also 
ensure that appropriate risk and performance 
management governance structures, 
processes and activities are in place. Key 
responsibilities include: 

•  Responsibility for the effective management 
of risk and performance within their 
directorate.

•  Reviewing and challenging the scope, 
quality, completeness and validity of risk 
and performance information reported by 
their area.

•  Escalating risks in accordance with the 
defined board risk escalation thresholds.

1.5 Risk owner

A named individual is allocated as the risk 
owner for each risk identified, who is the single 
point of accountability and responsible for its 
effective management. The risk owner is:

•  familiar with the risk and has the 
required authority to ensure its effective 
management

•  responsible for assessing and agreeing the 
severity of the risk

•  accountable for monitoring the risk to 
identify any material changes or issues

•  ensuring that all escalations eg where 
defined thresholds are breached, are made 
as required.

1.6 Action owner

Action owners have delegated responsibility 
from risk owners and are responsible for the 
implementation of specific risk response 
activities.

Page 15Southern Water Risks, Strengths, and Weaknesses Statement 



2 Risk management approach

Risk management is a core component of 
Southern Water’s wider governance and 
internal control framework, which provides 
the overarching structure through which the 
company is managed to achieve its objectives.

An effective system of risk management 
provides Southern Water with many benefits, 
including:

•  informed risk decision-making to help 
deliver consistent and improved business 
performance by avoidance of unwanted 
surprises and realisation of opportunities

•  identification and mitigation of key risks 
that could have a material impact on the 
achievement of business objectives

•  consistency and clarity in accountability 
and ownership for managing risks and 
enhancing governance

•  an improved view of key controls, their 
effectiveness and gaps in the control 
environment, enabling optimisation

•  a clear path to raise significant risks to 
senior management and the board

•  a proactive, risk aware culture across the 
company

•  assurance to the board and Audit and 
Risk Review Committee that processes 
and behaviours are embedded that 
ensure significant risks are routinely and 
consistently identified, understood and 
effectively managed.

The Southern Water strategy for risk 
management is that all significant risks 
to the achievement of our objectives are 
identified, assessed and managed to within 
acceptable levels. To achieve this, the board 
and management promote a culture that 
encourages routine consideration of risk in 
key decisions and supports integration of risk 
management with our critical processes and 
ways of working. 

Figure 2. Risk management approach 
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3 Risk management process

The four main stages of Southern Water’s risk 
management process are set out in the diagram 
below:

3.1 Risk identification

The first stage in the risk management process 
involves the identification and description of 
all risks that could affect business objectives. 
This includes establishing the context and 
environment of the business area under review 
and agreeing appropriate risk ownership and 
categorisation.

To ensure that Southern Water’s risk profile 
is complete, the EMT conducts a biannual, 
top-down, strategic risk identification 
exercise – looking across and down from 
the top of the company. This supplements 
the directorates’ quarterly, bottom-up risk 
evaluation – identifying risks at operational 
levels of the company and working up. In 
addition, consideration of risk is embedded into 
key processes including budgeting, business 
planning and performance management.

All identified risks are captured in the corporate 
risk systems, with all descriptions detailing the 
risk’s cause, event and consequence.  

3.2 Risk assessment

Once risks have been identified, an estimation 
of their potential likelihood and business impact 
is needed to determine whether they are of 
concern and require a management response 
with, for example, implementation of controls 
and mitigation. This is called risk assessment. 

All risks are assessed from three perspectives: 
a ‘residual’ basis – assuming controls and 
mitigating activities already in place work as 
intended, an ‘inherent’ basis – assuming the 
controls and mitigating activities do not exist 
or do not work as intended, and a ‘target’ 
basis – capturing the desired level of risk 
exposure. Assessing risks in this way supports 
our understanding of the reliance that can be 
placed on existing controls, the worst case 
scenario for the risk, and how acceptable 
current levels of exposure are compared to 
target positions. This helps inform the focus of 
management oversight and challenge as well 
as prioritisation of responses.

The impact and likelihood values of risks are 
assessed over an annual time horizon, using 
the Southern Water Group Risk Assessment 
Criteria, which consist of five-point severity 
scales. This allows reliable and consistent 
measurement and comparison of risks on a like-
for-like basis. 

The risk owner is responsible for agreeing the 
assessed size of each risk to a clearly defined 
methodology. 

3.3 Risk response

Where the residual severity of a risk exceeds 
acceptable levels (ie is not aligned with target 
levels) then appropriate actions may need to be 
selected and implemented to bring the residual 
risk position in line with the target risk position. 

Options to respond to a risk can typically 
include: 

•  Reduction, with controls and mitigation 

•  Transfer, with insurance and contracts

•  Avoidance, by stopping or changing the 
activity that gives rise to the risk

•  Acceptance, if the benefit of taking the risk 
justifies the potential downside exposure  
or further responses are not feasible or 
cost-effective

The risk owner retains overall accountability 
for the management of the risk, though 
action owners can be assigned that have 
responsibility for the implementation of specific 
response activities. 

Details of all planned activities and delivery 
milestones shall be detailed in Risk Response 
Plans and recorded in the corporate risk 
system(s). 
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3.4 Risk monitoring, reporting 
and escalation

Risk monitoring and reporting involves the 
timely tracking, capture and sharing of risk 
information to enable review and notification 
of changes in risk exposure by management. 
It supports understanding and decisions on 
risk responses to be made, including potential 
management interventions to avoid a risk 
occurring or reduce its impact should it occur. 

In addition to monitoring of individual risks, the 
ARRC, on behalf of the board, also undertakes 
on-going performance monitoring of the 
systems of risk management and internal 
control to assure they are effective and 
performing as expected. 

Directorate risks that exceed the Southern 
Water risk escalation thresholds are reported 
to, and reviewed by, the board and EMT on 
a monthly basis via the monthly tier one and 
tier two dashboards. The EMT also conducts a 
monthly deep dive review of risks each month. 

A Risk Update Report is issued to, and reviewed 
by, the ARRC three times a year, and the 
committee holds a dedicated risk workshop 
once a year. 

The thresholds for risk escalation, based on 
the group risk assessment criteria where a risk 
rating of 25 is the most severe and one is the 
least, are: 

•  Risks with Residual impact score of 15 or 
greater

•  Risks that have an inherent and residual 
impact score of five that have been 
separately identified as a ‘HILL’ (high impact 
low likelihood)

The list of the most significant risks facing the 
organisation is referred to as ‘the principal 
risks’. These are risks that are considered 
by the EMT and board to have the greatest 
potential to affect the achievement of strategic 
objectives, based on outputs from the top 
down and bottom up risk assessment exercises 
and their ongoing review and monitoring. The 
principal risks we face are outlined in Southern 
Water’s annual report. 

Outside monthly risk reporting, any new risks 
that are identified from ongoing business 
activities and analysis, or that have been 
detected via monitoring to have changed in 
severity and meet the escalation criteria, are 
escalated to the EMT and board in line with the 
agreed escalation process.

3.5 Communication and 
consultation and target risk

Risk monitoring and reporting involves the 
timely tracking, capture and sharing of risk 
information to enable review and notificatio

Communication and consultation is a key factor 
in all stages of the risk management process, 
ensuring appropriate individuals are engaged 
that can, for example, contribute to better 
understanding of the nature and details of a 
risk, as well as those who could be specifically 
affected by it. It is also critical to ensuring that 
accountable decision makers and management 
receive the right types of information at the 
right time and are engaged to provide their 
views and share their experiences.

Risk appetite, which is a board’s expression 
of the types and amounts of risk it is willing 
to take or accept in pursuit of its objectives, 
is also a key consideration throughout the 
risk management process, helping inform the 
business’ understanding of the levels of risk 
that is deemed to produce required returns, 
and those risks that are not acceptable and 
require management responses, escalation and 
reporting. 

The determination of a target risk is, in practice, 
a reflection of risk appetite at a granular level. 
For example, where the residual risk is higher 
than the target risk, the risk may be considered 
to be unacceptable and a risk reduction plan 
is required. Once the residual risk aligns with 
the target risk level, the risk would be then 
be considered to be acceptable and within 
appetite. The setting of target risk levels will 
typically be informed by the board’s group 
risk appetite, policies and procedures, and 
management plans and objectives.
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4 How we assess risks 

Summary

a. Understand the size/significance of the risk 

b.  Impact and likelihood risk assessment 
criteria

c.  How to assess inherent, residual and target 
risk 

d. Worked example of assessment of a risk

A consistent basis for assessing risk is required 
throughout Southern Water to allow reliable 
measurement and comparison of risks on a 
like-for-like basis, to help inform our focus 
on the most significant risks we face, and to 
prioritise our investment in resources for their 
management. It also helps determine who 
needs to be notified of the existence of the risk 
and the approach needed to its governance 
and monitoring.

a.  Understand the size/significance of  
the risk 

Risk assessment determines the significance of 
a risk by considering two factors: the potential 
impact(s) of the risk if it were to occur, and the 
likelihood of the risk occurring. Both factors 
can be expressed in qualitative or quantitative 
terms and are based on the risk’s full 
description of cause, event and consequence.

Impact

The impact of a risk is established by 
considering its potential effects on the 
achievement of company objectives. As 
objectives can vary widely in their nature and 
importance, a standard scale that measures a 
risk’s effects on common company assets, such 
as finances or reputation, is used as a proxy. 

Likelihood

The likelihood of a risk occurring is determined 
by estimating the probability or expected 
frequency of the risk occurring in a given 
timeframe

b.  Impact and likelihood risk 
assessment criteria

A defined set of risk assessment criteria, 
the Southern Water Group Risk Assessment 
Criteria, are used to support consistent 
assessment of risk size/significance to allow 
comparison of risks across the group. The 
criteria measure risk impact and likelihood 
against five levels of severity using the 
following criteria:

Impact

Financial (profit); Reputation; Health, Safety and 
Environment; and Security of Supply

Likelihood: 

Probability of occurrence (in percentages), 
expected frequency of occurrence and 
qualitative descriptors.

c.  How to assess inherent, residual and 
target risk 

Understanding of the potential significance 
of a risk exposure is enhanced by assessing 
its inherent, residual and target risk positions, 
taking into account the effects of controls and 
mitigations. 

Southern Water defines controls as activities 
and measures that reduce the likelihood of a 
risk occurring, and mitigations, as activities 
and measures that reduce the impact of a risk, 
should it occur.

Note: 

there are several different types of controls 
that can be designed and implemented, 
including detective, preventative, directive 
and monitoring. Similarly, mitigation can take 
a wide range of forms. Consideration should 
be given to the most appropriate types and 
combinations of controls and mitigations to 
best manage a risk.

Inherent risk assessment

The assessment of risk on an inherent basis 
involves the assessment of the impact and 
likelihood of the risk based on the assumption 
that controls and mitigations that are currently 
in place (and that have a specific and significant 
effect on management of the risk) do not exist 
or do not function as intended. This assessment 
determines the credible and foreseeable worst 
case scenario for the risk described.
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Why assess inherent risk? 

Assessing risk on an inherent basis provides a 
view of how bad a risk could be if the existing 
controls and mitigations in place did not exist or 
do not work as intended. This is important as, 
when compared to the residual risk exposure, 
it provides an understanding of the amount 
of reliance being placed on current response 
activities, focusing scrutiny and challenge 
by management on their effectiveness and 
adequacy in light of potential worst case 
consequences. Where there is significant 
reliance on the existing controls and mitigations, 
their operation and effectiveness should be 
tested on a regular basis.

Residual risk assessment

The assessment of risk on a residual basis 
involves the assessment of the impact and 
likelihood of the risk based on how it is currently 
being managed. It assumes that the specific 
and significant controls and mitigations that are 
currently in place to manage the risk are working 
as intended.

Why assess residual risk? 

Residual risk assessment tells us the current 
size of a risk’s exposure if existing responses 
to manage it are in place and working as 
intended. In addition to helping direct the focus 
and ownership of management towards those 
that are most significant (after taking response 
activities into account), the difference in size 
between inherent and residual positions (the 
delta), also helps inform the oversight and 
assurance focus on key controls and mitigations.

Target risk assessment

The assessment of risk on a target basis 
involves the determination of the desired 
impact and likelihood levels for the risk, based 
on the amount of exposure Southern Water 
is comfortable in accepting for the benefits it 
derives from taking the risk, and the feasibility 
and cost of any further response activities. 
Target risk determination will be informed by 
the group and directorate’s risk appetite, where 
relevant and available. Of note is that it is not 
always desirable or possible to try to avoid 
or reduce some types of risk; the objective 
of risk management is to ensure that the right 
level of reward is achieved in return for taking/
accepting certain types of risks. 

Why assess target risk? 

Determination of target risk positions allows 
understanding of whether current residual risk 
positions are acceptable or require further 
management action to align with risk appetite.

How to assess a risk

Once a risk has been identified and 
appropriately described in terms of cause, 
event and consequence(s), the following steps 
to assess the severity of the risk is carried out.

Figure 3. The illustration below shows the three 
different risk positions (inherent, residual and 
target) and the effect of associated controls and 

mitigations:  

Figure 3. Risk assessment
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Step 1. Establish the controls and 
mitigations currently in place

Detail all significant controls and mitigations 
that are specifically applied to actively 
manage the risk at present and consider their 
effectiveness: 

•  What component(s) of the risk do they affect, 
how and by how much eg fully prevent a 
cause leading to an event?

•  Are they independent or rely on other 
processes or activities to work?

•  How reliable are they – could they fail or not 
be available when needed? If so, how often 
could this be the case?

•  What are their limitations – will they only 
work up to a certain threshold of risk 
severity?

•  Is there redundancy – if one fails is there 
back up?

The focus should be on the identification of 
controls and mitigations that are specifically in 
place to manage the risk and have a significant 
effect on its management. Generic informal 
activities eg calling the fire brigade if there is a 
fire, should not be considered. 

Note that where a new risk is identified, there 
may not be any specific controls or mitigations 
in place.

Step 2. Assess the residual position

Taking account of controls and mitigations, 
estimate the residual risk size. What are the 
likelihood and impact values of the described 
risk occurring based on the effectiveness of 
the controls and mitigations considered in the 
previous step? Consider:

•  How often does the risk cause occur 
that could lead to the described event 
and consequence? Eg is it always in the 
background or periodic? 

•  The reliability of the controls working as 
intended. Are they always in place and 
effective?

•  The effectiveness and reliability of 
mitigations eg an alternative supplier may 
take time to ramp up; insurance may not pay 
out etc.

Step 3. Assess the inherent position

What would the likelihood and impact of the 
described risk be if all current controls and 
mitigations did not exist? Consider:

•  All the controls and mitigations already 
captured in step 1, the effect they would 
have on the risk (step 2) and imagine that 
none of them were in place:

 – What could happen? 

 –  How severe could the impact be ie what is 
the credible and foreseeable worst case 
scenario for the risk? 

•  How likely is it that the risk would occur? Is 
the likelihood the same as the cause ie is it 
constant or intermittent? Would it occur if a 
control failed, such as a safety valve, and 
therefore face a likelihood equivalent to the 
failure rate of the control? 

Step 4. Assess the target risk position

Is the current residual risk position acceptable 
or are the desired impact and likelihood values 
different? When establishing the target risk 
position, the following should be considered: 

•  What are the benefits and opportunities 
presented by being exposed to or taking 
the risk? Do they justify the size of the 
exposure?

•  Is the current risk position unacceptable? 
Given the feasibility and cost of actions to 
reduce the position, what is an acceptable 
size for this risk? 

•  Has risk appetite been defined that relates 
to this risk?

•  How important is the objective that the risk 
could affect? 

•  Do the Southern Water values and culture 
help indicate what an acceptable level 
would be?

•  Are there internal rules and policies related 
to the risk area? Consider, for example, the 
Southern Water Code of Conduct and the 
Health and Safety and Environment Manual. 

•  Are there external regulatory and legal 
requirements with which that Southern 
Water must comply?
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southernwater.co.uk

We invite responses to this document by  
31 December 2016.

You should send any comments to: 
regcorrespondence@southernwater.co.uk.    
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